Clean version of the Claims 

Clean version of the claims with all of the changes to be made vis-a-vis the U.S. Patent 
5,848J59, as follows: 

1. (Twice Amended) A method for communications of a message cryptographically processed 
with RS A (Rivest, Shamir & Adleman) public key encryption, comprising the steps of: 
developing k distinct random prime numbers pi,p2,'" Ph where k is an integer greater than 2; 
providing a number e relatively prime to (pi -l)'(p2 -!)••• --(Pk-l); 

providing a composite number n equaling the product pi •p2- -pk; 

receiving a ciphertext word signal C which is formed by encoding a plaintext message word 
signal M to a ciphertext word signal C, where M corresponds to a number representative 
of the message and 
0<M<n-l, 

where C is a number representative of an encoded form of the plaintext message word 
signal M such that 

C= (mod n), and where e is associated with an intended recipient of the ciphertext 
word signal C; and 

deciphering the received ciphertext word signal C at the intended recipient having available to it 
the k distinct random prime numbers pi, pa, • • • Pk- 

2. (Twice Amended) The method according to claim 1, wherein the deciphering step includes 

establishing a number, d, as a multiplicative inverse of 

e(mod(lcm((pi -1), {pi -1), . . . , (pk -1)))), and 
decoding the ciphertext word signal C to the plaintext message word signal M where 

MsC''(modn). 

3. (Twice Amended) A method for communications of a message signal Mi cryptographically 
processed with RSA public key encryption in a system having j terminals, each terminal being 
characterized by an encoding key Ej =(ei, nO and a decoding key Di =(di, nO, where i=l, 2, . - . , j, 
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and the message signal Mj corresponds to a number representative of a message-to-be-received 
from the i* terminal, the method comprising the steps of: 
establishing xa where nj is a composite number of the form 

where k is an integer greater than 2, 

Pi,i, Pi^, . . • , Pi,k are distinct random prime nxunbers, 

Cj is relatively prime to lcm(pi,i -l,...pi,k -1), and 

di is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 
ei (mod(lcm((pi.i -1), (pi^ -1), . . . , (pi^ -1)))); 
receiving by a recipient terminal (i = >^) from a sender terminal (/ = jc, x^y) a ciphertext 
signal Cx formed by encoding a digital message word signal Mx, wherein the encoding 
includes 

transforming said message word signal Mx to one or more message block word signals 
Mx", each block word signal Mx" corresponding to a number representative of a 
portion of said message word signal Mx in the range 0< Mx" ^y-1, and 

transforming each of said message block word signals Mx" to a ciphertext word signal Cx 
that corresponds to a number representative of an encoded form of said message 
block word signal Mx" where 

^M^ "'Mmod7i^);and 

deciphering the received ciphertext word signal Cx at the recipient terminal having available to it 
the k distinct random prime numbers py,i, py^, . . . , Py,k for establishing its dy. 

4. (Twice Amended) A system for communications of a message cryptographically processed 

with an RSA public key encryption, comprising: 

a communication channel for transmitting a ciphertext word signal C; 

encoding means coupled to said channel and adapted for transforming a transmit message word 
signal M to the ciphertext word signal C using a composite number, n, where n is a 
product of the form 
n=prP2- Pk 
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k is an integer greater than 2, and 

Pi, P2, . . ■ Pk are distinct random prime numbers, 

where the transmit message word signal M corresponds to a number representative of the 
message and 
0< M < n-1 

where the ciphertext word signal C corresponds to a number representative of an encoded 
form of said message through a relationship of the form 
Cs (mod n), and 

where e is a number relatively prime to lcm(pl -1, p2 -1, . . . , pk -1); and 
decoding means coupled to said channel and adapted for receiving the ciphertext word signal C 
from said channel and, having available to it the k distinct random prime numbers pi, p2, 
. . . Pk, for transforming the ciphertext word signal C to a receive message word signal M* 
where M' corresponds to a number representative of a decoded form of the ciphertext 
word signal C through a relationship of the form 
Ar=C''(mod n) 

where d is selected from the group consisting of a class of numbers equivalent to a 

multiplicative inverse of 

e(mod(lcm((pi -1), (p2 -1), . . • , (pk -1)))). 

5. (Twice Amended) A system for communications of a message cryptographically processed 
with an RSA public key encryption, the system having a plurality of terminals coupled by a 
commxmications channel, comprising: 

a first terminal of the plurality of terminals characterized by an encoding key 
Ea =(eA, Ha) and a decoding key Da =(dA, ha), 
where nA is a composite number of the form 

where 

k is an integer greater than 2, 

pA,w pA^, . • • , PA,k are distinct random prime numbers, 

Ca is relatively prime to 

\cm{pAj -1, Pa.2 -1, . • . , Pam -1), and 
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dA is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 

ca (mod(lcm((pA.i -1), (Pa^ -1), - y (Pam -1)))); and 
a second terminal of the plurality of terminals having 

blocking means for transforming a first message, which is to be transmitted on said 

communications chaimel from said second terminal to said first terminal, into one 

or more transmit message word signals Mb, where each Mb corresponds to a 

niunber representative of said first message in the range 

0<MB<nA-h 

encoding means coupled to said channel and adapted for transforming each transmit 
message word signal Mb to a ciphertext word signal Cb that corresponds to a 
number representative of an encoded form of said first messagethrougji a 
relationship of the form 
C^sM/^(mod/iJ, 

said first terminal having 

decoding means coupled to said chaimel and adapted for receiving each of said ciphertext 
word signals Cb from said channel and, having available to it the k distinct 
random prime numbers Pa,i, Pa^, . . • , Pam^ for transforming each of said 
ciphertext word signals Cb to a receive message word signal Mb, and 

means for transforming said receive message word signal M'b to said first message, 
where Mb corresponds to a number representative of a decoded form of Cb 
through a relationship of the form 
M'B^C/^(modnJ. 

6. (Twice Amended) The system according to claim 5 wherein said second terminal is 
characterized by an encoding key Eb =(eB, hb) and a decoding key Db K^b, hb), where ns is a 
composite number of the form 

-PbxPbx . • *pB^ 
where k is an integer greater than 2, 
Pb.i, Pb^, . . • Pb^c are distinct random prime numbers, 
Cb is relatively prime to 
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lcm(p5.i-l,/?5,2-l, . ■ - and 

dfi is selected from the group consisting of a class of numbers equivalent to a 
multiplicative inverse of 

ee (mod(lcm((ps,i-l), (pb^ • • • » (P^.* 
said fu-st terminal further having 

blocking means for transforming a second message,[-to-be-transmitted] which is to be 
transmitted on said communications channel from said first terminal to said 
second terminal, to one or more transmit message word signals Ma, where each 
Ma corresponds to a munber representative of said message in the range 
0<MA<nB'l 

encoding means coupled to said chaimel and adapted for transforming each transmit 
message word signal Ma to a ciphertext word signal Ca and for transmitting Ca 
on said channel, where Ca corresponds to a number representative of an encoded 
form of said second message through a relationship of the form 

said second terminal fiirther having 

decoding means coupled to said channel and adapted for receiving each of said ciphertext 
word signals Ca from said channel and, haviiig available to it the k distinct 
random prime numbers pB.i, Pb^, • - • Pb^, for transforming each of said ciphertext 
word signals to a receive message word signal Ma, and means for transforming 
said receive message word signals Ma to said second message, where M a 
corresponds to a number representative of a decoded form of Ca through a 
relationship of the form 
M\ = C/"(modw^). 

7. (Amended) A method for communications of a message cryptographically processed with an 
RS A public key encryption, comprising the steps of: 

developing k factors of a composite number n, the k factors being distinct random prime 

numbers and k is an integer larger than two (k>2); 
providing a number e relatively prime to a lowest common multiplier of the k factors; 

providing the composite number n; 
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receiving a ciphertext word signal C which is formed by encoding a digital message word signal 
M to the ciphertext word signal C, where said digital message word signal M corre^onds 
to a number representative ofsaid message and 
0<M<w-l, 

where said ciphertext word signal C corresponds to a number representative of an 

encoded form of said message through a relationship of the form 

C^ CeM^ M^"^ +. . . +ao (mod n) 

where e and a^, a^-i, . . . , ao are numbers; and 
deciphering the received chiphertext word signal C at an intended recipient with knowledge of 
the k factors. 

8, Cancelled. 

9. (Twice Amended) A system for communications of message signals cryptographically 
processed with RS A public key encryption, comprising: 

j terminals including first and second terminals, each of the j terminals being characterized by an 
encoding key Ei =(ei, nO and decoding key Di =(di, nO, where i=l,2, . . . j, each of the j 
terminals being adapted to transmit a particular one of the message signals where an i* 
message signal Mi is transmitted fi"om an i'* terminal, and 
0<Mi<niA, 

xii being a composite number of the form 
where 

k is an integer greater than 2, 
pi;i, Pa, . • • pi,* are distinct random prime numbers, 
ei is relatively prime to 
lcm(p/,rl,/7|.2-l, . . . A*-l), and 

di is selected fi-om the group consisting of the class of numbers equivalent 

to a multiphcative inverse of 

ei (mod(lcm((pi,i -1), (p/,2 -1), • • • , (Pa 'Vi)))\ 

said first terminal including 
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means for encoding a digital message word signal Mi to be transmitted from said 
first temiinal (i=l) to said second terminal (i=2), said encoding means 
transforming said digital message word signal Mi to a signed message 
word signal Mis using a relationship of the form 
M,, s m/* (mod 71,) ; and 
means for transmitting said signed message word signal Mu from said first terminal to said 
second terminal, wherein said second terminal includes 

means for decoding said signed message word signal Mu to said digital message word 
signal Ml. 

10. (Twice Amended) The system of claim 9, wherein the means for decoding said signed 

message word signal M^^ includes means for transforming said signed message word 
signal Mas using a relationship of the form 

11. (Twice Amended) A communications system for transferring a message signal 
cryptographically processed with RS A public key encryption, the communications system 
comprising: 

j communication stations including first and second stations, each of the j communication 
stations being characterized by an encoding key Ei=(^, nO and a decoding key Di =(di, 
nO, where i=l, 2,. . . , j, each of the j communication stations being adapted to transmit a 
particular one of the message signals where an i'^ message signal Mi is received from an 
i^^ communication station, and 
0<M/<wrl 

n, being a composite number of the form 

~PiA Pi^i . • 'Pa 
where 

k is an integer greater than 2, 

Pi.i, Pi^, • . . ,pi.k are distinct random prime numbers, 

Ci is relatively prime to lcm(pi,i -l,pi^ -1, . . . ,Pi^-l), and 
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di is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 
et (mod(lcm((pi,i -1), (pu -1), . . • , (Pa -1)))), 
said first station including 

means for encoding a digital message word signal Mi to be transmitted from said 

first station (i=l) to said second station (i=2), 
means for transforming said digital message word signal [Ma] Mi to one or more 

message block word signals [Ma ] Mi", each block word signal [Ma] Mi" 

being a number representative of a portion of said message word signal Mi 

in the range 

0<M/'<W2-l,and 

means for transforming each of said message block word signals Mi" to a 
ciphertext word signal Ci using a relationship of the form 
Ci-MV'(niod/i2);and 
means for transmitting said ciphertext word signals Ci from said first station to said second 
station, wherein said second station includes 

means for deciphering said ciphertext word signals Ci using p2,i, P2^, . . ■ ,p2,kto 
produce said message word signal Mi . 

12. (Twice Amended) The communications system of claim 11, wherein the deciphering means 

includes 

means for decoding said ciphertext word signals Ci to said message block word 

signals Mi" using a relationship of the form 

M", = C/Hmodn2),and 
means for transforming said message block word signals Mi" to said message 

word signal Ml. 

13. (Twice Amended) A system for communications of a message cryptographically processed 
with RSA public key encryption, comprising: 

a first station; and 

a second station communicatively connected to the first station. 
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the first station having 

encoding means for transforming a transmit message word signal M to a 
ciphertext word signal C where the transmit message word signal M 
corresponds to a number representative of a message and 
0<M<n'l 

n being a composite number formed as a product of at least 3 factors, the 
at least 3 factors being distinct random prime numbers, and 

where the ciphertext word signal C corresponds to a number representative 
of an encoded form of said message through a relationship of the 
form 

C= Qe M"" +ae.i M^"^ +. . . +ao (mod n) 

where e and a^, a^-i, . . . , ao are numbers; and 
means for transmitting the ciphertext word signal C to the second station, wherein the second 
station includes means for deciphering the chipertext word signal C using the at least 3 
factors to produce the message. 



New Claims: 

14. (Amended) A method of conmiunicating a message cryptographically processed with an 
RSA public key encryption, comprising the steps of: 

selecting a public key portion e associated with a recipient intended for receiving the message; 

developing k distinct random prime numbers, p\, pi, - - - Pk, where k^3, and checking that each 
of the k distinct random prime numbers minus l,/?rl, /?2-l, • • . Pk-l, is relatively prime 
to the public key portion e; 

computing a composite number, n, as a product of the k distinct random prime numbers; 

receiving a ciphertext message formed by encoding a plaintext message data M to the ciphertext 
message data C using a relationship of the form C= Af ^ (mod /i), where M represents the 
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message, where 0<M <n-\ and where the sender knows n and the public key portion e 
but has no access to the k distinct random prime numbers, /72, . . . and 

deciphering at the recipient the received ciphertext message data C to produce the message, the 
recipient having access to the k distinct random prime numbers, /?2, • • • A- 

15. (Amended) The method according to claim 14, comprising the further step of: 
establishing a private key portion J by a relationship to the public key portion e in the form of 

d ^ e'\moA{{p, ^\y{p^ '\y-{Pu "1))). 

wherein the deciphering step includes decoding the ciphertext message data C to the plaintext 
message data Musing a relationship of the form M= (mod n). 

16. (Amended) A method of communicating a message cryptographically processed with RSA 
public key encryption, comprising the steps of: 

selecting a public key portion e\ 

developing k distinct random prime numbers, pupiy - - Pk, where k>3, and checking that each 
of the k distinct random prime numbers minus l,/>rl,;?2-l, • • • />k-l, is relatively prime 
to the public key portion e; 

establishing a private key portion J by a relationship to the public key portion e in the form of 

d ^ e' (mod((;7, - 1) • (P2 " 1) ' ' ' iPk ' 1))) i 
computing a composite number, n, as a product of the k distinct random prime numbers; 

receiving a ciphertext message data C representing an encoded form of a plaintext message data 
M; and 

decoding the received ciphertext message data C to the plaintext message data M using a 
relationship of the form M^C^ (mod n), the decoding performed by a recipient owning 
the private key portion d and having access to the k distinct random prime numbers, pu 
P29 • • - A- 
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17. (Amended) The method according to claim 16, wherein the ciphertext message data C is 
foraied by encoding the plaintext message data M to the ciphertext message data C using a 
relationship of the form C= (mod n\ wherein 0<M and wherein n and the public key 
portion e are accessible to the sender although it has no access to the k distinct random prime 
numbers, /7i,jt?2> • • -jPk- 

18. (Amended) A method of conmiunicating a message cryptographically processed with RSA 
public key encryption, comprising the steps of: 

selecting a public key portion e; 

developing k distinct random prime numbers, p\, • • • A» where A: > 3, and checking that each 
of the k distinct random prime numbers minus 1, jt?i-l, p2-\, . . . pk-1, is relatively prime 
to the pubUc key portion e; 

establishing a private key portion by a relationship to the public key portion e of the form 

d^e'\mo^{{p, ~\y{p^ -i)-(p* -1))); 

computing a composite number, n, as a product of the k distinct random prime numbers; 

encoding a plaintext message data M with the private key portion d to produce a signed message 
Ms using a relationship of the fomi Ms= M'' (mod n), where 0<M 

receiving the signed message Ms; and 

deciphering the signed message to produce the plaintext message data M. 

1 9. (Amended) The method of claim 1 8, wherein the deciphering step includes: 

decoding the signed message Ms with the public key portion e to produce the plaintext message 
data M using a relationship of the form Ms Ms^ (mod n). 
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20 (Amended) A method for communicating a message cryptographically processed with RSA 
public key encryption, comprising the steps of: 

sending to a recipient a cryptographically processed message formed by 

assiging a number M to represent the message in plaintext message form, and 
cryptographically transforming the assigned number M from the plaintext message form 

to a number C that represents the message in an encoded form, wherein the 

number C is a function of 

the assigned number M, 

a number n that is a composite number equaling the product of at least three 

distinct random prime numbers, wherein 0<M ^-1 , and 
an exponent e that is a number relatively prime to a lowest common multiplier of 
the at least three distinct random prime numbers, 
wherein the number n and exponent e having been obtained by the sender are associated 
with the recipient to which the message is intended; and 
receiving the cryptographically processed message which is decipherable by the recipient based 
on 

the nvimber n, 

another exponent J, and 

the number C, 

wherein the exponent </ is a function of the exponent e and the at least three distinct 
random prime numbers. 

21. (Amended) The method according to claim 20, 

wherein the cryptographically transforming step includes using a relationship of the form C= 
(mod n), 

wherein the exponent d is estabUshed based on the at least three distinct random prime numbers, 
P\,P2,--' Ph using a relationship of the form d s e"' (mod((/>, - 1) • (Pz " 1) " ' * (Pk ' ^))) » 
and 
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wherein the cryptographically processed message is deciphered using a relationship of the form 
M=C^ (mod n). 

22. (Amended) A method for conmiunicating a message cryptographically processed with RSA 
pubUc key encryption, comprising the steps of: 

receiving from a sender a cryptographically processed message, in the form of a number C, 
which is decipherable by the recipient based on a number n, an exponent J, and the 
number C; and 
deciphering the cryptographically processed message, 

wherein a number M represents a plaintext form of the message, wherein the number C 
represents a cryptographically encoded form of the message and is a function of 
the number Af, 

the number n that is a composite nvmiber equaling the product of at least three 

distinct random prime numbers, wherein 0<M^-1, and 
an exponent e that is a number relatively prime to a lowest common multiplier of 

the at least three distinct random prime numbers, 
wherein the number n and exponent e are associated with the recipient to which 

the message is intended, and 
wherein the exponent is a function of the exponent e and the at least three 

distinct random prime numbers. 

23. (AmendedjThe meli^^^ 

wherein the number C is formed using a relationship of the form C= (mod n), 
wherein the exponent d is established based on the at least three distinct random prime numbers, 
Pupi,-" Ph using a relationship of the form d = (mod((p, - 1) • (P2 " 1) ' ' * iPk " 1))) > 

and wherein the number Mis obtained using a relationship of the form M= (mod w). 

24. (Amended) The method according to claim 21, 



Reissue 09/694,416 
Collins et al. 



13 



• 



wherein p and 9 are a pair of prime numbers the product of which equals w, 

wherein the deciphering the number C to derive the number M is divided into subtasks, one 

subtask for each of the k distinct random prime numbers, 
wherein the k distinct random prime numbers are each smaller than p and q, 
whereby for a given length of n it takes fewer computational cycles to perform the deciphering 

relative to the number of computational cycles for performing such deciphering if the pair 

of prime numbers p and g were used instead. 

25. (Amended) The method according to claim 22, 

wherein p and ^ are a pair of prime numbers the product of which equals 72, 

wherein the deciphering the number C to derive the number M is divided into subtasks, one 

subtask for each of the k distinct random prime numbers, 
wherein the k distinct random prime numbers are each smaller than p and q, 
whereby for a given length of n it takes fewer computational cycles to perform the deciphering 
relative to the nxmiber of computational cycles for performing such deciphering if the pair of 
prime numbers p and q were used instead. 

26. (Amended) The method according to claim 20, 

wherein p and 9 are a pair of prime numbers the product of which equals /i, and 
wherein developing the at least three distinct random prime numbers and computing n is 
performed, including for n that is more than 600 digits long, in less time than it takes to develop 
the pair of prime nxmibers p and q and compute that n. 



27. (Amended) The method according to claim 22, 

wherein p and 9 are a pair of prime numbers the product of which equals /i, and 
wherein developing the at least three distinct random prime numbers and computing n is 
performed, including for n that is more than 600 digits long, in less time than it takes to develop 
the pair of prime nimibers p and q and compute that w. 

28. (Amended) The method according to claim 14, 

wherein p and ^ are a pair of prime numbers the product of which equals n. 
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wherein the deciphering step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers, 
wherein the k distinct random prime numbers are each smaller than;? and q, 
whereby for a given length of n it takes fewer computational cycles to perform the deciphering 
step relative to the number of computational cycles for perfoming such deciphering step if the 
pair of prime numbers p and q were used instead. 

29. (Amended) The method according to claim 14, 

wherein p and g are a pair of prime numbers the product of which equals n, and 
wherein developing the k distinct random prime numbers and computing the composite number n 
are performed, including for n that is more than 600 digits long, in less time than it takes to 
develop the pair of prime numbers p and q and compute that n. 

30. (Amended) The method according to claim 16, 

wherein j3 and ^ are a pair of prime numbers the product of which equals n, 

wherein the decoding step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers, 
wherein the it distinct random prime numbers are each smaller than/? and q, 
whereby for a given length of n it takes fewer computational cycles to perform the decoding step 
relative to the number of computational cycles for performing such decoding step if the pair of 
prime numbers p and ^ were used instead. 

3 1 . (Amended) The method accoirding to claim 16, 

wherein ;? and 9 are a pair of prime numbers the product of which equals n, and 
wherein developing the k distinct random prime numbers and computing the composite n is 
performed, including for n that is more than 600 digits long, in less time than it takes to develop 
the pair of prime numbers p and q and compute that n. 

32. (Amended) The method according to claim 18, 

wherein/? and g are a pair of prime numbers the product of which equals «, 
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wherein the encoding step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers, 
wherein the k distinct random prime numbers are each smaller than p and q, 
whereby for a given length of n it takes fewer computational cycles to perform the encoding step 
relative to the number of computational cycles for performing such encoding step if the pair of 
prime numbers p and q were used instead. 

33. (Amended) The method according to claim 18, 

wherein p and g are a pair of prime numbers the product of which equals w, and 
wherein developing the k distinct random prime numbers and computing the composite number n 
is performed, including for n that is more than 600 digits long, in less time than it takes to 
develop the pair of prime numbers p and q and compute that n, 

34. (Amended) The method according to claim 14, wherein a message cryptographically 
processed by the sender with two-prime RSA public key encryption characterized by n being 
equal to a composite number computed as the product of 2 prime numbers p and ^, is 
decipherable with multi-prime ik>2) RSA public key encryption characterized by the composite 
number n being computed as the product of the k distinct random prime numbers, pi, pz - - - Pk^ 

35. (Amended) The method according to claim 9, wherein the signed message word signal My,, 
formed from the digital message word signal Mj being cryptographically processed at the first 
teraiinal with multi-prime (A>2) RSA pubhc key encryption which is characterized by the 
composite number n being computed as the product of the k distinct random prime numbers, pu 
pi, . . . pk, is decipherable at the second terminal with two-prime RSA public key encryption 
characterized by n being equal to a composite number computed as the product of 2 prime 
numbers p and q. 

36. (Amended) The method according to claim 16, wherein a message cryptographically 
processed by the sender with two-prime RSA public key encryption characterized by n being 
equal to a composite number computed as the product of 2 prime numbers p and q^ is 
decipherable by the decoding with multi-prime {k>2) RSA public key encryption characterized 
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by the composite number n being computed as the product of the k distinct random prime 
nxmibers, p\, pi, - . . 

37. (Amended) The method according to claim 18, wherein the signed message M5, formed from 
the plaintext message data M being cryptographically processed at the sender with multi-prime 
{k>2) RSA public key encryption which is characterized by the composite number n being 
computed as the product of the k distinct random prime numbers, p\, 772, - • . pk, is decipherable 
by the decoding at the recipient with two-prime RSA public key encryption characterized by n 
being equal to a composite number computed as the product of 2 prime numbers p and q, . 

38. (Amended) The method according to claun 20, wherein a message cryptographically 
processed by the sender with two-prime RSA public key encryption characterized by n being 
equal to a composite number computed as the product of 2 prime numbers p and is 
decipherable at the recipient with multi-prime RSA public key encryption characterized by the 
composite number n being computed as the product of the at least three distinct random prime 
numbers. 

39. (Amended) The method according to claim 22, wherein a message cryptographically 
processed by the sender with two-prime RSA public key encryption characterized by n being 
equal to a composite number computed as the product of 2 prime numbers p and g, is 
decipherable at the recipient with multi-prime RSA public key encryption characterized by the 
composite number n being computed as the product of the at least three distinct random prime 
numbers. 

40. (Amended) A cryptography method for local storage of data by a private key owner, 
comprising the steps of: 

selecting a public key portion e; 

developing k distinct random prime numbers, puP2y * > - A> where k ^3, and checking that each 
of the k distinct random prime numbers minus 1, />2-l> • • • /vl, is relatively prime 
to the public key portion e; 

establishing a private key portion by a relationship to the public key portion e in the form of 



Reissue 09/694,416 
Collins et al. 



17 



d ^ (mod((/?, - 1) • (/^2 " 1) • • • iPk - 1))) ; 
computing a composite number, w, as a product of the k distinct random prime numbers that are 

factors of w, where only the private key owner knows the factors of w; and 
encoding plaintext data M to ciphertext data C for the local storage, using a relationship of the 

forai C= (mod n), where 0<M whereby the ciphertext data C is decipherable 

only by the private key owner having available to it the factors of w. 

41 . The cryptography method in accordance with claim 40, further comprising the step of: 
decoding the ciphertext data C from the local storage to the plaintext data Musing a relationship 

of the forai Ms C'' (mod n). 

42. (Amended) A cryptographic communications system, comprising: 
a plurality of stations; 

a conraiunications medium; and 

a host system adapted to communicate with the plurality of stations via the communications 
medium sending a receiving messages cryptographically processed with an RSA public key 
encryption, the host system including 

at least one cryptosystem configured for 

developing k distinct random prime numbers, />2, • • - Pk> where ^ > 5, 
checking that each of the k distinct random prime numbers minus l,;7i-l, j72-l, . - . 

is relatively prime to a public key portion e that is associated with the 
host system, 

computing a composite number, w, as a product of the k distinct random prime 
numbers, 

establishing a private key portion ^ by a relationship to the public key portion e 
in the form of = (mod((;7i - 1) • (Pz " 0 * • • iPk - 1))) » 

in response to an encoding request from the host system, encoding a plaintext 
message data M producing therefrom a ciphertext message data C to be 
communicated via the host system, the encoding using a relationship of 
the form C= M^ (mod n\ where 0<M 
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in response to a decoding request from the host system, decoding a ciphertext 
message data C communicated via the host producing therefrom a 
plaintext message data Af usmg a relationship of the form Af = C (mod 

43. (Amended) A system for communications of a message cyptographically processed with 
RSA public key encryption, comprising: 
a bus; and 

a cryptosystem conmiunicatively coupled to and receiving from the bus encoding and decoding 
requests, the cryptosystem being configured for 
providing a public key portion e, 

developing k distinct random prime numbers, /7i,/?2» • . -Z^* where k^3y 

checking that each of the k distinct random prime nimibers minus l,/?i-l,/>2-l, . . -Pk-l, 

is relatively prime to the public key portion e, 
computing a composite nximber, as a product of the k distinct random prime numbers, 
establishing a private key portion J by a relationship to the public key portion e in the 

form of J s e"^ (mod((/?i " 1) • (pj - 1) • • • (Pjk - 1))) , 
in response to an encoding request from the bus, encoding a plaintext form of a first 

message M to produce C, a ciphertext form of the first message, using a 

relationship of the form C= (mod w), where 0<M ^-l, and 
in response to an decoding request from the host system, decoding C, a ciphertext form 

of a second message, to produce M\ a plaintext form of the second message, 
using _a relationship of the forai^M's C'^ (mod n), the &st and second messages^ 

being distinct or one and the same. 

44. The system of claim 42, wherein the at least one cryptosystem mcludes 

a plurality of exponentiators configured to operate in parallel in developing respective 
subtask values corresponding to the message. 

45. (Amended) The system of claim 42, wherein the at least one cryptosystem includes 

a processor, 

a data-address bus, 
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a memory coupled to the processor via the data-address bus, 

a data encryption standard (DES) unit coupled the memory and the processor via the 
data-address bus, 

a plurality of exponentiator elements coupled to the processor via the DES unit, the 
plurality of exponentiator elements being configured to operate in parallel in 
developing respective subtask values corresponding to the message. 

46. (Amended) The system of claim 45, wherein the memory and each of the plurality of 
exponentiator elements has its own DES unit that cryptographically processes message data 
received/returned from/to the processor. 

47. (Amended) The system of claim 45, wherein the memory is partitioned into address spaces 
addressable by the processor, including secure, insecure and exponentiator elements address 
spaces, and wherein the DES unit is configured to recognize the secure and exponentiator 
elements address spaces and to automatically encode message data therefirom before it is 
provided to the exponentiator elements, the DES unit being bypassed when the processor is 
accessing the insecure memory address spaces, the DES unit being fiirther configured to decode 
encoded message data received firom the memory before it is provided to the processor. 

48. The system of claim 45, wherein the at least one cryptosystem meets FIPS (Federal 
Information Processing Standard) 140-1 level 3. 

49. The system of claim 45, wherein the processor maintains in the memory the public key 
portion e and the composite nimiber n with its factors p\,p2> . . ./>k- 

50. (Amended) A system for communications of a message cryptographically processed with 
RS A public key encryption, comprising: 

a bus; and 

a cryptosystem receiving fi-om the system via the bus encoding and decoding requests, the 
cryptosystem including 

a plurality of exponentiator elements configured to develop subtask values, 



Reissue 09/694,416 
Collins et al. 



20 



a memory, and 

a processor configured for 

receiving the encoding and decoding requests, each encoding request providing a 

plaintext message M to be encoded, 
obtaining a public key that includes an exponent e and a modulus n, a 
representation of the modulus n existing in the memory in the form of its k 
distinct random prime number factors pi,p2, • ■ -Pk, where k>3, 
constructing subtasks, one subtask for each of the k factors, to be executed by the 
exponentiator elements for producing respective ones of the subtask 
values, Ci, C2, . . . Ck, and 
forming a ciphertext message C firom the subtask values Ci, C2. . . . Ck, 
wherein the ciphertext message C is decipherable using a private key that includes 
the modulus n and an exponent d which is a function of e. 

51. (Amended) The system of claim 50 wherein each one of the subtasks Ci, C2, . . . Ck is 
developed using a relationship of the form C, s Af/'(mod/7,), where M, =Mimodp,), and 
e,. s e(mod p, - 1) , and where i=l, 2, . . . fc. 

52. (Amended) A system for communications of a message cryptographically processed with 
RS A public key encryption, comprising: 

a bus; and 

a cryptosystem receiving from the system-via the bus encoding, and decoding, requests, , tiie . 
cryptosystem including 

a plurality of exponentiator elements configured to develop subtask values, 

a inemory, and 

a processor configured for 

receiving the encoding and decoding requests, each encoding/decoding request 
provided with a plaintext/ciphertext message M/C to be encoded/decoded 
and with or without a public/private key that includes an exponent e/J and 

a modulus n a representation of which exists in the memory in the form of 
its k distinct random prime number factors pi , 7^2, • • • />k> where kk3. 
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obtaining the public/private key from the memory if the encoding/decoding 

request is provided without the public/private key, 
constructing subtasks to be executed by the exponentiator elements for producing 

respective ones of the subtask values. Mi, M2, . . . M^JCu C2, . . . Ck, and 
forming the ciphertext/plaintext message C/M from the subtask values C/, C2, . . . 

53. (Amended) The system of claim 52 wherein when produced each one of the subtasks Ci, C2, 
. . . Ck is developed using a relationship of the form Q = M/' (mod p,), where C,. sC(modpj), 
and s e(mod /?. - 1) , and where i=l, 2, , . . A:. 

54. (Amended) The system of claim 52 wherein when produced each one of the subtasks Mi, M2, 
. . . Mk is developed using a relationship of the form M,. s c/' (mod/?,), where 
M,. = M(mod Pi) , and = d(mod - 1) , and where i=l, 2, . . . A:. 

55. The system of claim 54, wherein the private key exponent d relates to the public key 
exponent e via J s e'^ (mod((;7i - 1) • (pj " 1) • " {Pk ~ 1))) • 

56. (Amended) A system for communications of a message cryptographically processed with 
RS A pubUc key encryption, comprising: 

means for selecting a public key portion e; 

means for developing k distinct random prime numbers, pu piy - > > Pky where ^ > 3, and for 
checking that each of the k distinct random prime numbers minus 1, pi-1, /?2-U • • • A-l, 
is relatively prime to the public key portion e; 

means for establishing a private key portion ^/ by a relationship to the public key portion e in the 

form of ^/ s e"* (mod((;?, - 1) • (/?2 - 1) •••(/?,- 1))) ; 
means for computing a composite number, w, as a product of the k distinct random prime 
mmibers; 

means for receiving a ciphertext message data C; and 
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means for decoding the ciphertext message data C to a plaintext message data M using a 
relationship of the form Ms (mod n). 

SI. The system according to claim 56, further comprising: 

means for encoding the plaintext message data M to the ciphertext message data C, using a 
relationship of the form C= (mod n\ where 0<M ^-1 . 

58. (Amended) A system for communications of a message cryptographically processed with 
RS A pubUc key encryption, comprising: 
means for selecting a public key portion e; 

means for developing k distinct random prime numbers, pu pi^ - * - Pk, where k ^ 3^ and for 
checking that each of the k distinct random prime numbers minus l,/?i-l,/?2-l, . . • Pk-l, 
is relatively prime to the public key portion e; 

means for establishing a private key portion J by a relationship to the pubUc key portion e of the 

forai d^e'\mod{{p, -1)-(P2 -l)-^{p, -1))); 
means for computing a composite number, /z, as a product of the k distinct random prime 
numbers; and 

means for encoding a plaintext message data M with the private key portion d to produce a 
signed message Ms using a relationship of the form MgS M'^ (mod /i), where 0<M ^-1, 
the signed message Afj being decipherable using the public key portion e. 

59. (Amended) The system of claim 58 further comprising the step of: 

means for decoding the signed message Ms with the public key portion e to produce the plaintext 
message data Musing a relationship of the form Ms Ms^ (mod /i). 

60. (Amended) The system of claim 57, wherein the system can communicate the 
cryptographically processed message to another system that encodes/decodes data with RSA 
public key encryption using a modulus value equal to n independent of the k distinct prime 
numbers. 
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61. (Amended) The system of claim 59, wherein the system can conmiunicate the 
cryptographically processed message to another system that encodes/decodes data with RSA 
public key encryption using a modulus value equal to n independent of the k distinct prime 
numbers. 



Reissue 09/694,416 
Collins et al. 



24 



SV/266549.01 
08232002/18^)1/20206.125 



Attorn e y Dock e t No.: 20206 125 
OLD VER. 



File Comp are Results to Show Changes to the Claims Since the Preliminary Amendment 
Clean version of the Claims 

Clean version of the claims with all of the changes to be made vis-a-vis the U.S. Patent 
5M8J59, as follows: 

1 . (ImSLAmended) A method of processing — a — message — for «se — in — cryptographic 
communications of a message crvoto graphically processed with RSA (Rivest, Shamir & 
Adleman^i public kev encryption, comprising the steps of: 

developing k distinct random p ri me numbei-s vu vi. where k is an integer greater than 2; 

providing a number e relatively prime to fpj^ -1 Vfp^ -IV. , ,-(pv-n: 

providing a composite number^ n^-as-a equaling the product-ef prp2'. - . .*p k wher e k is an integer 

gr e at e r than 2, and p4 .y^ar^-^-^ k ar e distinct random prime numb e i-s; and; 
receiving a cinhertext word signal C which is formed bv encoding a plaintext message word 

signal M to a ciphertext word signal C, where M corresponds to a number representative 

of the message and 

0<M<nA, 

where C is a number representative of an encoded form of the plaintext message word 
signal M such that 

C= (mod «), and where e is associated with an intended recipient of the ciphertext 
word signal C: and 

where e is a number relativ e ly prime to (p. | . I) - (pa !) ■ ■ ■ ■ (p^ H^ 

decipheri ng the received ciphertext word signal C at the intended recipient having available to it 
the k distinct random prime numbers p|, p?, . . . py. 

2. (^^eg^Amended) The method according to claim 1, comprisin g wherein the 
feffee rdeciphering step e feincludes 

establishing a number, d, as a multiplicative inverse of 
e(mod(lcm((pi -1), (p2 -1), . . . , (pk -I))))?* and 
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decoding the ciphertext word signal C to the plaintext message word signal M where 
MsC''(mod/i). 

3. ^^eg^Amended) A method for communirntinnR of procGOsing a message signal Mj fer 
ttsecrvptogranhicallv prnressed with RSA nuhlic k ey encrvntion in a communi cations system 
having j terminals, each terminal being characterized by an encoding key Ej =(ei, ni) and^ 
decoding key Dj =(di, nO, where i=l, 2, . . . , j, and the message signal Mj 
corrospondingcorresponds to a number representative of a message-to-be transmittodreceived 
from the i* terminal, the method comprising the steps of: 
comnutineestablishin g m where nj is a composite number of the form 

Hi =Pi,\ -pij. ;.. . ,-/?ijc 

where k is an integer greater than 2, 

Pi.i, Pi^, . . . , Pi,k are distinct random prime numbers, 

ei is relatively prime to lcm(pi.i -l,Pi^ -1,... Ak -1), and 

d, is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 
a (mod(lcm((pi., -1), (Pi^ -1), . . . , (pi,k -1)))); 
receiving bv a recinient terminal (i = from a sender terminal ( i = x. a cinherteyt 

signal formed hy RnrnHinp a digital message word signal M4 . for tranomisoion from a 
first terminal (i-1) to a oocond tcnninal Ci-2) Mx, said encoding otop includin e wherein the 
sub step of: e ncoding includes 

transforming said message word signal M^Ma to one or more message block word signals 
M4M5", each block word signal MiMj" corresponding to a number representative 
of a portion of said message word signal in the range 0< MaMx" ^ 1 , n^- 
1. and 

transforming each of said message block word signals MiMj" to a ciphertext word signal 
G+Cx that corresponds to a number representative of an encoded form of said 
message block word signal M;Mx" where 
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decinhering \he. rereived cinhertext worH sipnal at the recipient terminal having available to it 
thfi V distinct random prime numbers Py , '. t>Y,: T Pyi*- for establishing its dv 

4. (Twice A mended) A rrvptnprnphi c system for communications systeaaof a message 
cr yptogranhic allv processed with an RSA public ke y encryption, comprising: 
a communication channel adapted for transmitting a ciphertext word signal C that relates to a 
transmit moaoago word signal M ; 

encoding means coupled to said channel, and adapted for transfonning thea transmit message 
word signal M to the ciphertext word signal C using a composite number, n, where n is a 
product of the form 
n=prP2- Pk 

k is an integer greater than 2, and 

Pi, p2, . • . Pk are distinct random prime numbers, 

where the transmit message word signal M corresponds to a number representative of 
a the message and 
0< M < n-1 

where the ciphertext word signal C corresponds to a number representative of an 
encoded form of said message through a relationship of the fon n[and corrcopondo to] 
CsM*(mod7i), and 

where e is a number relatively prime to lcm(p 1 -1 , p2 -1 , . . . , pk -1); and 
decoding means coupled to said channel and adapted for receiving the ciphertext word signal C 
from said channel a^ H , havinj^ available to i t the k distinct random prime numbers Pi. P-). 
. . . Pv. for transforming the ciphertext word signal C to a receive message word signal M' 
where M' corresponds to a number representative of a decoded form of the ciphertext 
word signal C through a relationship of the form 
Af=C''(mod n) 

where d is selected from the group consisting of a class of numbers equivalent to a 
multiplicative inverse of 
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e(mod(lcm((pi -1), (p2 -1), . . . , (Pk -1)))). 

5. f Twice Amended) A rrvptn graphic s vstem for communications of a messaee 
crvptogranhi can y processed with an RSA public ke y encryption, the system having a plurality of 
terminals coupled by a communications channel, comprising: 

a first terminal of the plurality of terminals characterized by an encoding key 

Ea =(^a, Ha) and a decoding key Da K^a, ha), 

where ua is a composite number of the form 

riA =Paj'Pa,2 . • pA^k 
where 

k is an integer greater than 2, 

pA.i> Pa,2, • • • » pA,k are distinct random prime numbers, 

Ca is relatively prime to 

\cm(pAj -1, Paj -1> . ■ PA.k -1), and 

dA is selected fi-om the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 

ca (mod(lcm((pA,i -1), (PAa -1). • • • » (Pam -1)))); and 
a second terminal of the plurality of terminals having 



blocking means for transforming a first message, which is to be transmitted on 
said commimications channel from said second terminal to said first terminal, 
teinto one or more transmit message word signals Mb, where each Mb 
corresponds to a number representative of said fi^message in the range 



0<MB<nA -1, 



encoding means coupled to said channel and adapted for transforming each 
transmit message word signal Mb to a ciphertext word signal Cb that 
corresponds to a number representative of an encoded form of said first messag e 
thrnug h messa^ethrough a relationship of the form 



Cp=M/^(modnJ, 



said first terminal having 
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decoding means coupled to said channel and adapted for receiving each of said 
ciphertext word signals Cb from said channel an d, having available to it the 
k distinct random prime numbers pAj^, . . . ^ p^^ for transforming each of 
said ciphertext word signals Cb to a receive message word signal Mb, and 
means for transforming said receive message word signal M'b to said first 
message, where Mb corresponds to a number representative of a decoded 
form of Cb through a relationship of the forai 

M'gsC/^Cmodw^). 



6. (Twice Amended"! The system according to claim 5 wherein said second terminal is 
characterized by an encoding key Eb =(^j ^b) and a decoding key Db K^b, hb), where xib is a 
composite nimiber of the form 

«B ^PbxPbx • . -'Pb^ 

where k is an integer greater than 2, 

pB.u PB^> . • . PB,k are distinct random prime numbers, 

eB is relatively prime to 

\cm{pB^-\yPBx^9 . . . P5.jt-1), and 

dB is selected from the group consisting of a class of nxmibers equivalent to a 

multiplicative inverse of 

Cb (mod(lcm((pij,i-l), (pi?^ -1), . . . , (p/?.* -1)))), 
said first terminal fiirther having 

blocking means for transforming a second messaee J-to-be-transmittedl w hich is 
to be transmitted on said communications channel from said first terminal to 
said second terminal, to one or more transmit message word signals Ma, where 
each Ma corresponds to a number representative of said message in the range 
0<MA<nB'\ 

encoding means coupled to said channel and adapted for transforming each 
transmit message word signal Ma to a ciphertext word signal Ca and for 
transmitting Ca on said channel, where Ca corresponds to a number 
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representative of an encoded form of said second message through a relationship 

of the form 

C,=M/^(mod;i,) 

said second terminal further having 

decoding means coupled to said channel and adapted for receiving each of said 
ciphertext word signals Ca from said channel and, having available to it the 
k distinct random prime numbers dr], p^^, . . , ppv. for transforming each of said 
ciphertext word signals to a receive message word signal Ma, and means 
for transforming said receive message word signals Ma to said^igggnd message, 
where M a corresponds to a number representative of a decoded form of Ca 
through a relationship of the form 
M\ = C/^(mod/i^). 

7. (Amended) A method of processing a m e ssag e for use in cryptographic communications^^£j 
message crvptographicallv processed with an RSA public ke y encryption, comprising the steps 
of: 

developing k factors of a composite number^ n, as a product of at least 3 whol e number factors 
greater than on e , t he^ factors being distinct random prime nvmibers; and k is an integer 
lar ger than two fk>2^: 

providing a number e relativelv prime to a lowest comm on multiplier of the k factors: 

providing the composite number n: 

receiving a ciphertext word signal C which is formed bv encoding a digital message word signal 
M to ciphertext word signal C, where said digital message word signal M 
corresponds to a number representative ef^femd message and 
0<M<n'h 

where said ciphertext word signal C corresponds to a number representative of an 
encoded form of said message through a relationship of the form 
C= ae +ae.i M^' +. . . +ao (mod n) 
where e and a^, a^-i, . . . , ao are numbersr-,;^^d 
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deciphering the received chiphertext word signal C at an in tended recipient with knowledge of 
the k factors. 

8. O\nionded) A method according to claim 7 whoroin said encoding stop further includoo tho 
step of 

■ — transfomiing said digital m e ssage word signal M to said cip e rt e xt word signal C by th e 

porformanoo of a first ordered Guccoosion of inveritbl e operations on M, and 

wherein tho method further comprises tho stop of: 

decoding said cip o rtoxt word signal C to said digital messago word signal M by the porformaiaoo 
of a second ordered succession of invortibl e opcrationjs on C, wh e r e each of the invertibl e 
operations of said second ordered succession is tho inverse of a corresponding one of said 
first ordered succession, and where tho order of said invortible op e rations in said s e cond 
ordered succession is revers e d with respect to the ordor of corresponding invertible 
oporations in said first ord e red succession. 

R. Cancelled. 

9. (Twice Amended^ A conmiunication system for prnrQr . r.inncommunications of message 
signals crvptogra phicallv processed with RSA pubhc ke y encryption, comprising: 
j terminals including first and second terminals, each of the j terminals being characterized by an 
encoding key Ei =(ei, nO and decoding key Dj =(di, nO, where i=l,2, . . . j, each of the j 
terminals being adapted to transmit a particular one of the message signals where an i* 
terminal corresponds to an i ^-message signal M; is transmitted fi-om an i^^ terminal, and 
0<M|<n/-l, 

m being a composite number of the form 

«t ^PU'Pia • • 'P^M 
where 

k is an integer greater than 2, 

Pi\w - . . Pi,k are distinct random prime numbers, 

ei is relatively prime to 
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lcm(p,;i-l,/;/,2-l, . • ./?a-l)» and 

di is selected from the group consisting of the class of nximbers equivalent 

to a multiplicative inverse of 

ei (mod(lcm((pi,i -1), (Pi,2 -1), • • • . (Pu -1)))); 

said first terminal including 

means for encoding a digital message word signal Mi to be transmitted 
from said first terminal (i=l) to said second terminal (i=2), said encoding 
means transforming said digital message word signal Mi to a signed 
message word signal Mu using a relationship of the form 



10. (Am e nded) The — confimimication syst e m — ef — claim — 9 — furth e r — comprising: 

Mj, = M/* (mod ) I and 

means for transmitting said signed message word signal Mis from said first terminal to said 
second terminal, wherein said second terminal includin e includes 

means for decoding said signed message word signal Mis to said digital message 
word signal M^^^ 

10. (Twice Amended^ The system of claim 9, wherein t he means for decoding said signed 
message word signal M^ includes means for transforming said signed mess age word 
signal Mj. using a relationship of the form 
M, =Mj/*(modn,). 

11. (Twice A mended't A communications system for transferring a message signal 

crvDtographicallv processed with RSA public kev encryption , the conmixmications system 
comprising: 

j commxmication stations including first and second stations, each of the j conunimication 

stations being characterized by an encoding key Ei=(ei, nO and a decoding key Dj =(di. 
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Hi), where i=l, 2,. . , , j, each of the j communication stations being adapted to transmit a 
particular one of the message signals where an i^^ message sig nal M j is received from an 
1^ communication statio n con' e sponds to an i ^- m e ssag e signal M^ , and 
0<Mi<nrl 

Tii being a composite number of the form 

~PiA pia • • Pa 
where 

k is an integer greater than 2, 

pi.ij Pi^, . . . ,Pi,k are distinct random prime numbers, 

Ci is relatively prime to lcm(pi,i -ljpi;2 -1, . - . ,pi,k-l), and 

di is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 

ei (mod(lcm((pi,i -1), (pij -1), . . . , (p/,* -1)))), 
said first station including 



signal Mi" being a number representative of a portion of said 

message word signal Mi in the range 

0<M7"</Z2-l,and 

means for transforming each of said message block word signals Mi" to a 
ciphertext word signal Ci using a r e latinship relationship of the form 



means for encoding a digital message word signal Mi to be transmitted 
from said first station (i=l) to said second station (i=2). 



means for transforming said digital message word signal [Ma] Mi to one 
or more message block word signals IMa!LMi", each block word 



12. (Amondod) 



^Fh© — communi cations — s yst e m — ef — claim — H — furth e r — comprising: 



(modn2);^d 



Reissue 09/694.416 



9 



Document #267082 



Collins et al. 



S V/202075.01 
01052001/16:57/30206.1 4 



Attorney Dock e t No.: 20206 125 
OLD VER, 

means for transmitting said ciphertext word signals Ci from said first station to said second 
station, wherein said second station includes 

means for deciphering said cinherte xt word sio^nals C^ using; poj- p?? O'> !rto 

produce said message word signal Mi^. 

12. (Twice Amended"! The communications system of clai m 11. wherein the deciphering means 

includes 

means for decoding said ciphertext word signals Ci to said message block 
word signals Mi" using a relationship of the form 

M'\ = C/nniodw2),and 

means for transforming said message block word signals Mi" to said 
message word signal Mi. 

13. (Twice Amended^ A system for conmiunications ffv«;4emof a message crvptogranhicallv 
processed with RS A publ ic key encryption, comprising: 

a first station; and 

a second station communicatively connected to the first statio n for conunimications 
thereb e tw ee n , 

the first commxmicating station having 

the first station having 

encoding means for transforming a transmit message word signal M to a 
ciphertext word signal C where the_transmit message word signal M 
corresponds to a number representative of a message and 
0<M<w-l 

n being a composite number formed as a product of at 
least 3 whole number factors greater than on e, th e at least 3 factors 
being distinct random prime nimibers, and 



Reissue 09/694.416 



10 Document #267082 



SV/202Q7S.01 
01052001/16:57/20206.1 4 





Attorn e y Dock e t No.: 20206 125 
OLD VER. 



where the ciphertext word signal C corresponds to a 
number representative of an encoded form of said message 
through a relationship of the form 

C= Ue M"" +ae.i M^'^ +. . . +ao (mod n) 

where e and a^, ae-i, . . . , ao are nimibers; and 



means for transmitting the ciphertext word signal C to the second statio n, wherein the 
second station includes means for deciphering the chipertext word signal C using the at 
least 3 factors to produce the message . 



cryptographic communications crvptographicallv processed with an RSA public kev encryption^ 
comprising the steps of: 

selecting a public key portion e associated with a recipient intended for receiving the message : 

developing k distinct random prime numbers, p\, /?2, • • . A? where k >3y and checking that each 
of the k distinct random prime numbers minus l,/7rl, jP2-l, . . Pvr^y is relatively prime 
to the public key portion e\ 

computing a composite number, n, as a product of the k distinct random prime nxrnibersT-aadi 

receiving a ciphertext message formed by encoding a plaintext message data A/ to athe ciphertext 
message data C using a relationship of the form C^M^ (mod n), where M represents the 
message, where 0<M ^A ^\ and where the sender knows n and the public kev portion e 
but has no access to the k distinct random prime numbers. v\. p?. . . . pvi and 

deciphering at the recipient the received ciphertext message data C to produce the message, the 
recipient having access to the k distinct random prime nimibc rs, pu Pi^ > • • py^ 
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15. (New Aniendedl The method according to claim 14, comprising the further step of: 
establishing a private key portion dhya relationship to the public key portion e in the form of 

fmAd^e-\mod({p, -iy{p, -1))). 

wherein the deciphering step includes decoding the ciphertext message data C to the plaintext 
message data Musing a relationship of the form Afe (mod n). 

16, (Ne wAmended^ A method of proceGGin g communicating a message for uoo in 
cryptographic communicationG crvptographicallv processed with RSA public kev encryption. 
comprising the steps of: 

selecting a public key portion e; 

developing k distinct random prime numbers, /7i,/?2, . • . A, where k>3, and checking that each 
of the k distinct random prime numbers minus 1, /?i-l, /?2-l j • • • Pk-1> is relatively prime 
to the public key portion e; 

establishing a private key portion J by a relationship to the public key portion e in the form of 

d ^ e-\mod{{p, -1)-(P2 '^)"<P, "1))) ; 
computing a composite number, as a product of the k distinct random prime numbers; 

obtainin g receiving a ciphertext message data C; anddecoding the ciphertext message data C to 
representing an encoded form of a plaintext message dat a M: and 

decoding the received ciphertext message data C to the plaintext message data M using a 
relationship of the form M= (mod the decoding performed bv a recipient owning 
the private kev portion d and having access to the k distinct random prime numbers^ py_^ 
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17. (New Amended'^ The method according to claim 16, comprising tho further stop of: 
wherein the ciphertext message data C is formed hv encodinp the plaintext message data Af to the 
ciphertext message data Q using a relationship of the form Cs (mod n\ wbef ewherein 0<M 
<n-A ^\ and wherein n and the pubhc kev portion e are accessible to the sender although it has no 
access to the k distinct random prime numbers. p\_. p?. . . . py. 



18. (NewAmended^ A method of procosGin g communicating a message for use in 
cr>T)tOGrar ) hic communicationGcrvpto grap hicall y processed with RSA public kev encryption, 
comprising the steps of: 

selecting a public key portion e\, 

developing k distinct random prime numbers,/?!, /?2, . . . A» where /: ^3, and checking that each 
of the k distinct random prime nxmibers minus l,/>i-l,/72-lj • . • Pk-1> is relatively prime 
to the public key portion e; 

establishing a private key portion d by a relationship to the public key portion e of the form 

d ^ e-' (mod((/7, - 1) • (p^ " 1) • • • {Pk " 1))) ; 
computing a composite number, n, as a product of the k distinct random prime numbers; 

encoding a plaintext message data M with the private key portion d to produce a signed message 
Ms using a relationship of the form (mod «), where 0<M :^-4t1 

receiving the si^ed message Mci and 

decipherin g the sig ne d message to produce the plaintext message data M 

19. (Ne wAmended^ The method of claim 18 further comprisin g lS- wherein the deciphering 

step e fincludes : 

decoding the signed message Afs with the public key portion e to produce the plaintext message 
data M using a relationship of the form M= Ms (mod w). 
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20. (NewAmended't A method for increasing tho ofBoionov o f communicating a or)ptographio 
Pfeeessmessage crvptnpraphicallv processed wi th RSA niiMic Icev encrvntim^ . comprising the 
steps of: 

s e lecting a public key portion c; 
d e v e loping k 

sending to- a recipient a crvptograo hicallv processed message formed hv 

assiging a number M t o represent the message in plaintext message form, and 
crvptogranhicallv transforming the assigned number M from the plaintext message form 

to a number C that represents the message in an encoded form, wherein the 

number C is a function of 

the assigned number M. 

a number n that is a composite number en ualing the product of at least three. 
distinct random prime numbers, p^yp^j-r^-r ^, wh e re k > 3, and checking 
that each of tho kw herein 0<M . and 
an exponent e that is a number relatively nrime to a lowest common multinlier nf 
the at least three distinct random prime nvunber s minus 1, l,pil, . . . 
P kl,is r e latively prim e to th e public key portion c; 

computing a composite number, n, as a product of the k distinct random prime numbers; ond, 

wherein the nu mber n and exponent e having been obtained by the sender are associated 
with the recipient to which the message is intended; and 
receiving the crvnto graphically processed mess age which is decipherable bv the recipient based 

the number h. 

another exp onent d. and 

the number C. 

wherein the exponent is a fiinction of the exponent g and the at least three disrinrt 
random prime numbers- 
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21, (Amended^ The method according to claim 20. 

e ncoding a plaintext m e ssage — data M to — a ciphcrtext message — data — ^wherein the 
crvptoeraphicallv transforming step includes using a relationship of the form C= 
(mod n), wher e 0<M <n 1, 

wh e r e by a computational sp ee d of th e cryptographic process is incr e as e d. 

21, (N e w) Th e method according to claim 20, comprising th e further step of: 

establishing a private k e y portion by a relationship to the public key portion c in th e form of 

d e coding tli e ciphert e xt m e ssag e data C to the plaintext message data M wherein the exponent d 
is established based on the at least three distinct random prime numbers, px, p?. . . . 
using a relationship of the form d = e'^ (mod((/?, - 1) • {p^ - 1) • • • {Pi, - 1))) > and 

wherein the cryptographically processed message is deciphered using a re lationshi p of the form 
M=C^ (mod w). 

22. fNew^-Amended'^ A method for increasing th e e ffici e ncy o f communicating a cryptographic 
proc e ss message crvptographicallv processed with RSA public key encryption , comprising the 
steps of: 

s e l e cting a public k e y portion c; 

d e v e loping k distinct random prime numb e rs, p ^j^^ ,, - - 'Pk> wher e k ^ 3, and checking that each 



receiving from a sender a crvptog raphicallv processed message, in the form o f a number C. 

which is decipherable by the k distinct random prim e numbers minus l,/74. 1, /?j 1, . . .p\ r 

1, is relatively prim e to the public k e y portion c; 
e stablishing a privat e k e y portion J by a r e lationship to th e public k e y portion c in th e form of 



ef 
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computin g reciDient based on a compoGit e numbe m umber n . n, as a product of tlio k distinct 
rajidom prim e numb e rs; 

obtaining a ciphortoxt mcGsago data C: an d an exponent and the number C: and 

decoding the ciphGrtoxt deciphering the crvptographicallv processed message data C to a ^ 



number C represents a crvptographicallv encoded form of the message and is a 
function of 
the number M. 

the number n that is a composite number eoualing the product of at least three 

distinct random prime numbers, wherein 0<M:^-1. and 
an exponent e that is a number relatively prime to a lowest common multiplier of 

the at least three distinct random prime numbers, 
wherein the number n and exponent e are associated with the recipient to which 

the message is intended, and 
wherein the exponent J is a function of the exponent e and the at least three 

distinct random prime numbers. 



23. rAmen ded^ The met hod according to claim 22, 

wherein the number C is formed using a relationship of the form Cs (mod n\ 

wherein the exponent d is established based on the at least three distinct random prime numbers^ 
pt^, dj. . , . pir, using a relationship of the form d = e'^ (mod((/?, - 1) • (/?2 - 1) • • • (Pjt - 1))) * 

and wherein the number M is obtained using a relationship of the form M s C'' (mod 
wh e r e by a computational sp e ed of th e cryptographic proc e ss is incr e as e d. 

23. (Now - ) The method according to claim 22, comprising th e furth e r step of: 

encoding the plaint e xt m e ssag e data M to the ciph e rt e xt message data C, xising a relatioiioliip of 

the form C~ (mod n\ where 0<M <n 1 . 
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24. (NevA- Amended) The method according to claim 30r2L 

wherein/? and ^ are a pair of prime numbers the product of which equals n^-mi 

wherein the decipherin g the number C to derive the number M is divided into subtasks. one 

subtask for each of the k distinct random prime numbers. 
wherein the k distinct random prime numbers are each smaller than p and g, 
whereby for a given length of n it takes fewer computational cycles to find mid chock tlio K 

distinct random prime niunborG tliat it takes to find and chGck perform the deciphering 

relative to the number of computational cycles for p erforming such decip hering^ if the pair 

of prime numbers p and a were used instead . 

25. (Ne¥r4 -Amended^ The method according to claim 22, 

wherein;? and ^ are a pair of prime numbers the product of which equals 

wherein the deciphering the num ber C to derive the number M is divided into subtasks. one 

subtask fo r each of the k distinct random prime numbers^ 
wherein the k distinct random prime numbers are each smaller than/? and q, 
whereby for a given length of n it takes fewer computational cycles to find and chock tho K 
distinct random primo numbers that it takos to fmd and chock perform the deciphering relative tn 
the number of computational cy cles for performing such deciphering if the pair of prime 
numbers p and a were used instead . 

26. (New ^Amended) The method according to claim 34r-20- 

wherein and a are a pair of prime numbers the product of which eouals and 
therein developing the at least three distinc t random p ri me numbers and computing steps can 
beaJs perfomied. including for n that is more than 600 digits long-fester, in less time than 
herotoforc possible with onlvit takes to develop the pair of prime numbers p and a and comp ute 
that 71 , 

27. (New VAmended^ The method according to claim 3§t22. 

wherein tb ep and a are a pair of prime numbers the product of which eq uals w. and 
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wherein developing r the at least three distinct random prime numbers and computing €ff^ 
e ncoding steps can he n is performed , including for n that is more than 600 digits long-feste f^ in 
less time than h e r e tofor e possible mth onl v it takes to develop the pair of prime numbers p and q 
and compute that w . 

28. (New VAmended") The method according to claim 14, 

wherein p and ^ are a pair of prime numbers the product of which equals n.-mA 

wherein the deciphering step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers. 
wherein the k distinct random prime numbers are each smaller than p and 9, 
whereby for a given length of n it takes fewer computational cycles to find and ch e ck th e K 
distinct random primo numbers that it takes to find and choclc perform the deciphering step 
relative to the number of computational cycles for perfor ming such deciphering step if the pair of 
prime numbers p and o were used instead . 

29. (New VAmendedl The method according to claim i%zl4. 

wherein th ep and ^ are a pair of prime numbers the product of which equals w. and 
wherein developing the k distinct random prime numbers and computing st e ps can b ethe 
composite number n are performed , including for n that is more than 600 digits long-jaster, in 
less time than heretofore possible with onl v it takes to develop the pair of prime numbers p and q 
and compute that n. 

30. (New VAmendedl The method according to claim 16, 

wherein p and 9 are a pair of prime numbers the product of which equals n^-mA 

wherein the decoding step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers. 
wherein the k distinct random prime numbers are each smaller than p and q^ 
whereby for a given length of n it takes fewer computational cycles to find and check the K 
distinct random prim e numb e rs that it tak e s to find and check p erform the decoding step relative 
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to the number of computational cycles for performing such decoding step if the pair of prime 
numbers p and q were used instead , 

3 1 . Otew^ Amendedl The method according to claim ^0^16. 

wherein #t ep and g are a pair of prime numbers the product of which equals n. and 
wherein developing the k distinct random prime numbers and computing st e ps can be the 
composite n is performed , including for n that is more than 600 digits lone-^aste f. in less time 
than h e r e tofor e possibl e with onl v it takes to develop the pair of prime numbers p and a and 
compute that w . 

32. (New VAmendedl The method according to claim 18, 

wherein p and ^ are a pair of prime numbers the product of which equals 7i,-and 

wherein the encoding step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers, 
wherein the k distinct random prime numbers are each smaller than p and 

whereby for a given length of n it takes fewer computational cycles to find and ch e ck th e K 
distinct random prim e niunb e rs that it talc e s to find and ch e cl c perform the encoding step relative 
to the number of computational cvcles for performing such encoding step if the pair of prime 
numbers p and a were used instead . 

33. (New VAmended't The method according to claim ^18, 

wherein th ep and g are a pair of prime numbers the product of which equals n. and 
wherein developing the k disti nct random prime numbers and computing stopo can be ^ 
composite number n is performed , including for n that is more than 600 digits long-jaste r. in less 
time than h e r e tofor e possibl e with onl v it takes to develop the pair of prime numbers p and a and 
compute that n . 

34. (Ne wAmended't The method according to claim 14, wherein a message crvptographically 
processed in accordanc e with b^ the method is compatible sender with two-prime RSA public key 
crvptograph v encrvption characterized bv n being eoual to a composite number computed as the 
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product of 2 Prime numbers d and o. is decipher able with multi-nrime (k>2) RSA nuhlic kev 
encryption characteri zed bv the composite number n bein^ computed as the product of the k 
distinct ra ndom nrime numbers, pk d^- ■ . . dv. 

35. (NewAmended't The method according to claim i4j% wherein athe signed messag e word 
signal M,., formed fro m the digital message word signal M, being crvntogranhicallv processed » 
aocordanccat the first terminal with th e motliod m ulti-prime (k>2'\ RSA public kev encrvntion 
whish is compatiblocharacterized bv the comp o site number n being computed as the product of 

the k distinct random prime numbers, m. Pr, ok. is decipherable at the second terminal with 

two-prime RSA public key crvptograph v encrvption characterized bv n being equal to a 
composite number com puted as the product of 2 prime numbers n and a . 

36. (NewAmended^ The method according to claim 16, wherein a message crvptogranhicallv 
processed in accordanco witii b^ the m e thod is compatiblo sender with two-prime RSA public key 
cr>T3to graph vencrvntion characterized bv n bei n g equal to a comnosite number computed as the 
product of 2 Prime numbers n and a. is decipherable bv th e decoding with multi-nrime (Jo2'i 
RSA public kev encryption characterized bv the comnosite number n being computed as the 
product of the k distinct random nri me numbers, n^. p^, . . . d^. 

37. (NewAmended^ The method according to claim 18, wherein athe signed messag e A/,. 
formed from the plaintext messag e data M being crvptogranhicallv processed in acoordanc o at the 
§mM with th e motliodmulti-prime (k>2'i RSA public kev encrvntion which is 
compatiblocharacterized bv the composite number n being computed as the product of the k 

distinct random nrime numbers, n.. m "k. is dec ipherable bv the decoding at the recipient 

with two-prime RSA public key orTOtograph v encrvntion characterized bv « being equal to a 
composite number co mputed as the product of 2 prime numbers p and g . . 

38. (NewAmended't The method according to claim 20, wherein a m essage 
datacrvptogranhically processed in accordanco withb :^ the method is compatibl o sender with two- 
prime RSA public key crvptograph v encrvption characterized bv n being equal to a composite 
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number computed as the product of 2 prime numbers d and is decipherable at the recipient 
with multi-prime RSA public kev encryption characterized bv the composite number n being 
computed as the product of the at least three distinct random prime numbers . 

39. (NewAmgndgd) The method according to claim 22, wherein a==niessage 
dat acrvpto graphically processed in accordanc e with b^ the method is compatible sender with two- 
prime RSA public key crvptograph v encryption characterized by n being equal to a composite 
number computed as the product of 2 prime numbers v and g. is decipherable at the recipient 
with multi-prime RSA pubHc key encryption characterized by the composite number n bein^ 
computed as the product of the at least three distinct random prime numbers . 

40. fNe wAmended) A cryptography method for local storage of data by a private key owner, 
comprising the steps of: 

selecting a public key portion e; 

deyeloping k distinct random prime numbers, /?2j • • • A, where k ^3^ and checking that each 
of the k distinct random prime numbers minus 1, px-l^pz-l, . . . Pk-1, is relatively prime 
to the public key portion e; 

establishing a private key portion by a relationship to the public key portion e in the form of 



computing a composite number, n, as a product of the k distinct random prime numbers that are 
factors of n, where only the private key owner knows the factors of n; 

encoding plaintext data M to ciphertext data C for the local storage, using a relationship of the 
form C= Af ^ (mod n\ where 0< M <n-ir :l. whereby the ciphertext data C is decipherable 
only by the private kev owner having available to it the factors of h. 

41. (New) The cryptography method in accordance with claim 40, further comprising the 
step of: 

decoding the ciphertext data C from the local storage to the plaintext data Musing a relationship 
of the form M= (mod w). 
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42. (New Amended) A cryptographic communications system, comprising: 

a plurality of stations; 

a communications medium; and 

a host system adapted to mnduct Gncr\T^tod communicationG communicate with the plurality of 
stations via the communications mediu m sending a re ceiving messages cr vptogranhicallv 
processed with an RSA public kev encryption , the host system including 

at least one cryptosystem rcsponsivo to encryption and/or d e cryption requ e sts from the 
host syst e m, the cryptosystom b e ing configured for 
developing k distinct random prime numbers, /7i,/72, • . . A> where ^ ^5, 
checking that each of the k distinct random prime numbers minus l,/?i-l,/?2-l> . . . 
/?k-l , is relatively prime to a public key portion e that is associated with the 
host system, 

computing a composite number, /i, as a product of the A: distinct random prime 
numbers, 

establishing a private kev portion ^ bv a relationship to the public k ev portion e 

in the form of d ^ e'' (mod((/?, - 1) • - 1) • • • {p, - 1))) . 
in response to an encoding request from the host svstem, encoding a plaintext 
message data M producing therefrom a ciphertext message data C to be 
communicated via the host system, the encoding using a relationship of 
the form Cs (mod /i), where 0<Af , 

e stablishing a private key portion by a r e lationship to th e public k e y portion c 

— in the form of ; and 

in response to a decoding request from the host system, decoding a ciphertext 
message data C communicated via the host producing therefrom a 
plaintext message data M using a relationship of the form Ar= C ^ (mod 
n) , wh e r e C and M can b e r e spoctivoly C and M . * 

43. (Ne wAmended") A system for proc e ssing — a — mossag e — «sed — m — cryptographic 

communications of a message cvptographicallv proces sed with RSA public kev encryption, 

comprising: 

a bus; and 
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a cryptosystem op e rativel v communicatively coupled to and receiving from the bus 



capgbl e configured effor 
providing a pubHc key portion e, 

developing k distinct random prime numbers, /7i,p2, . . • A, where k^3y 

checking that each of the k distinct random prime numbers minus l,/?i-l,/?2-l, . . - Pk-1, 

is relatively prime to the public key portion e, 
computing a composite number, n, as a product of the k distinct random prime numbers, 

e ncoding a plaintext fomi of a first messag e M to produc e a ciph e rtext form of tho -fest 

mossago C using a relationship of tlio form C- Af^ (mod /i), whoro OrM<n 1, 
establishing a private key portion by a relationship to the public key portion e in the 
form ofd^ e'\mod(ip, -Vj^ip, -ly-ip, -1))), 

in response to an encoding request from the bus, encoding a plaintext form of a first 
message M to produce C a ciphertext form of the first message^ using a 
relationship of the form (mod n\ where 0<M <n'\ , and 

. in response to an decodin g reouest from th e host system, decoding C\ a ciphertext form 
of a second message-^^^ to produce 4h eM\ a plaintext form of the second message 
M^^using a relationship of the form M's C"^ (mod w), the first and second 
messages e^E^b ebeing distinct or one and the same. 

44. (N e w) The system of claim 42, wherein the at least one cryptosystem includes 

a plurality of exponentiators configured to operate in parallel in developing respective 
subtask values corresponding to the message. 

45. (New Am ended) The system of claim 42, wherein the at least one cryptosystem includes 

a processor, 

a data-address bus, 

a memor y op e rativ e ly coupled to the processor via the data-address bus, 

a data encryption standard (DES) imit op e rativ e ly coupled the memory and the processor 




^encoding and 




requests, the cryptosystem being 



via the data-address bus. 
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a plurality of exponentiator elements op e rativ e ly coupled to the processor via the DES 
unit, the plurality of exponentiator elements being configured to operate in 
parallel in developing respective subtask values corresponding to the message. 

46. (Ne wAmendedl The system of claim 45, wherein the memory and each of the plurality of 
exponentiator elements has its own DES unit that encrvBts crvptographicallv processes message 
data received/returned from/to the processor. 

47. (Ne wAmended't The system of claim 45, wherein the memory is partitioned into address 
spaces addressable by the processor^ including secure, insecure and exponentiator elements 
address spaces, and wherein the DES unit that is coupled to th e processor is configured to 
recognize the secure and exponentiator elements address spaces and to automatically 
efi€fve tencode message data therefrom before it is provided to the exponentiator elements, the 
DES unit being bypassed when the processor is accessing the insecure memory address spaces, 
the DES unit being further configured to decrvpt decode e ncrvpt e d encoded message data 
received from the memory before it is provided to the processor. 

48. (N e w) The system of claim 45, wherein the at least one cryptosystem meets FBPS 
(Federal Information Processing Standard) 140-1 level 3. 

49. (N e w) The system of claim 45, wherein the processor maintains in the memory the 
public key portion e and the composite number n with its factors p\,p2j . . . pk* 

50. (New Amended'^ A system for processing — a — message — ttsed — in — cryptographic 
communications of a message crvptogranhicallv processed with RSA public kev encryption , 
comprising: 

a bus; and 

a cryptosystem receiving from the system via the bus oncrvption encoding and 
d e crvption decoding requests, the cryptosystem including 
a plurality of exponentiator elements configured to develop subtask values. 
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a memory, and 

a processor configured for 

receiving the encrvption encoding and decrvptio n decoding requests, each 
encrvption encoding request providing a plaintext message M to be 
oncr\pted encoded . each encrvption requ e st can additionally pro\ndo 

obtaining a public key that includes an exponent e and a modulus a 
representation of a|hg modulus n existing in the memorv in the form of its 
k distinct random prime nxmiber factors pu Pi^ - * - Pky where k > 3, or the 
proc e ssor can obtain th e public k e y from th e m e mory, 

constructing subtasks . one subtask for each of the k factors^ to be executed by the 
exponentiator elements for producing respective ones of the subtask 
values, Ci, C2, . . . Qc, and 

forming a ciphertext message C from the subtask values Ci, C2, . . . Ckr^ 

wherein the ciphertext message C is decipherable using a private kev that includes 
the modulus n and an exponent d which is a ftinction of e. 

51. (New Amended) The system of claim 50 wherein each one of the subtasks Ci, C2, . . . Ck is 
developed using a relationship of the form Q sM/'(mod/7,.), where s M(mod and 

s e(mod /?. - 1) , and w here i=l, 2, . . . 

52. (New Amended'i A system for proc ess ing — a — m e ssag e — Hsed — m — cryptograpliic 
communications of a message crvptographicallv processed with RSA public kev encryp tion, 
comprising: 

a bus; and 

a cryptosystem receiving from the system via the bus e ncrvptio n encoding and 
d e crxption decoding requests, the cryptosystem including 
a plurality of exponentiator elements configured to develop subtask values, 
a memory, and 
a processor configured for 
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receiving the cncrvption encoding and d e cr\T)tion decoding requests, each 



encrvption encoding /decrvDtion decoding request nrovidin g provided with a 



plaintext/ciphertext message M/C to be 

encrypt e d encoded / docrvDted decoded and can additionally provid e with or 



without a public/private key that includes an exponent e/d and a ihodulus n 
a^representation of a modulus w which exists in the memory in the form of 
its ^ distinct random prime number factors pup2y . . . pk, where k ^ 5,-er 
the proc e ssor con obtain 



obtaining the public/private key fro m th e m e mory, the memory if the 




encoding/decoding request is provided without the public/private key. 
constmcting subtasks to be executed by the exponentiator elements for producing 

respective ones of the subtask values, Afi, M2, . . . M\^JCu C2, . . . Ck, and 
forming the ciphertext/plaintext message CIM from the subtask values Cy, C2, . . . 

C^/Mj, M2, . . - Mk- 



53. (New Amended'^ The system of claim 52 wherein when produced each one of the subtasks 
Ci, C2, . . . Ck is developed using a relationship of the form C,. =M,.*'(mod/7,.), where 
C,. = C(mod , and = e(mod - 1) , ^iwhere i=l , 2, . . . 

54. (New Amended't The system of claim 52 wherein when produced each one of the subtasks 
Ml, M2, . . . Afk is developed using a relationship of the formM,. sC/'(mod/7,.), where 
Af = Af (mod P-) , and d. = J(mod p] - 1) ,jniwhere i=l , 2, . . . k. 

55. (New) The system of claim 54, wherein the private key exponent d relates to the public 

key exponent e via J s (mod((/?, - 1) • (P2 - 1) • • * iPk " 0)) • 

56. (Ne wAmendedl A system for proc e ssing — a — m e ssag e — used — m — cryptographic 
communications ^oLa. message cr vptographicallv processed vnth RSA public kev encryption , 
comprising: 
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means for selecting a public key portion e\ 

means for developing k distinct random prime numbers, pu pi, . . * A, where k k 3, and for 
checking that each of the k distinct random prime numbers minus l,pi-l,p2-l, • - ■ Pk-1» 
is relatively prime to the public key portion e; 

means for establishing a private key portion by a relationship to the public key portion e in the 

forai of J = e'' (mod((p, - 1) • (/^2 - 1) • • • iPk " 1))) ; 
means for computing a composite number, «, as a product of the k distmct random prime 
numbers; 

means for ohtainin g receivine a ciphertext message data C; and 

means for decoding the ciphertext message data C to a plaintext message data M using a 
relationship of the form M= (mod n), 

57, (N ew ) The system according to claim 56, further comprising: 

means for encoding the plaintext message data M to the ciphertext message data C, using a 
relationship of the form C= (mod n\ where 0<M^'\. 

58. fl4ew (Amended) A system for procosoing a — mossag e — uood in cryptographic 
communications of a message crvpto^ a phicallv p rocessed with RSA pubhc kev encryption, 
comprising: 

means for selecting a public key portion e\ 

means for developing k distinct random prime numbers, pu piy > - - Pky where ^ ^ 3, and for 
checking that each of the k distinct random prime numbers minus l,prl,/>2-l, . . 
is relatively prime to the public key portion e; 

means for establishing a private key portion d hya relationship to the public key portion e of the 

fomi d = e'' (mod((;?, - 1) • (P2 " 1) • ' ' (Pk " O)) ; 
means for computing a composite number, n, as a product of the k distinct random prime 
numbers: and 
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means for encoding a plaintext message data M with the private key portion d to produce a 
signed message Ms using a relationship of the form Ms= (mod n\ where 0<M 
the signed message M^b ein ^ decipherable using the t3ublic kev portion g. 

59. (New Amended) The system of claim 58 further comprising the step of: 
means for decoding the signed message Ms with the privateg^lk key portion e to produce the 
plaintext message data M using a relationship of the forai M= (mod w). 



60. fNe wAmendedl The system of claim 57, wherein the system can conduct oncr>ptod 
nnmTinnniVntinr.r . with ntlinr pnhliV. Irny cr\rptQgraphvcommunicate the crvptQgraphicallv 
processed message to another system that efiefvpt encodes /deeFVPt decodes dat a with RS A t)ublic 
kev encryption using a modulus value equal to n independent of the k distinct prime numbers. 

61. (NewV -Amended) The system of claim 59, wherein the system can conduct e ncrypt e d 
communicationG communicate the crvptog ;ra phicallv processed message to another svstem that 
encodes/decodes data with efe ^RSA public key cryptography oyotomG that onor>T)t/docr>Tpt 
data encrvption using a modulus value equal to n independent of the k distinct prime numbers. 
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